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As a nationally recognized not-for-profit 
organization, the Australian Information 
Security Association (AISA) champions the 
development of a robust information security 
sector by building the capacity of professionals 
in Australia and advancing the cyber security 
and safety of the Australian public as well as 
businesses and governments in Australia.

The Institute for Policy, Advocacy, and Gover-
nance (IPAG) is an independent, international 
think tank with focus on economic development 
& trade, technology & innovation, sustainable 
development and climate change, energy & 
environment, international relations & strategic 
affairs, migration & settlement.

Microsoft’s mission is to enable people and 
businesses throughout the world to realize 
their full potential by creating technology that 
transforms the way people work, play, and 
communicate. Microsoft develops and markets 
software, services, and hardware that deliver 
new opportunities, greater convenience, and 
enhanced value to people's lives.

The University of Adelaide is a member 
of Australia’s prestigious Group of Eight 
research-intensive universities, which stands 
tall among the world’s leading institutions 
of learning and innovation. The University is 
organized into three academic faculties and 
six administrative divisions. The university is 
consistently high rated by the most respected 
international assessment bodies that consider 
them one of the top 1% of universities 
worldwide.

Inequitable Access 
and Cyber Threats
Policy Brief

ABSTRACT
The COVID-19 pandemic accelerated glob-
al digital transformation, resulting in the 
manifold benefits such as increased con-
nectivity, boosted productivity, and inno-
vation impetus. The transformation also 
highlighted the uneven access to digital 
products and services. According to the 
World Bank, approximately 40% of the 
world population is still unconnected to 
the internet,1 with the majority living in 
developing countries. This lack of internet 
access is attributable to several factors in-
cluding the absence of digital infrastruc-
ture and technology, high costs, and pre-
vailing distrust in technology.

Uneven access to digital products and 
services also has major implications for 
the digital economy and cybersecurity. 
Digitalization of goods and services has 
the potential to contribute to developing 
economies. Conversely, increased digita-
lization risks a rise in cyber-attacks and 
data breaches. A report by Cybersecurity 
Ventures estimates that global cybercrime 
will cost businesses USD 10.5 trillion in 
2025 – growing by 15% a year.2 This is a 
major concern for both businesses and 
individuals. While these attacks can lead 
to the theft of sensitive information, in-
cluding financial and personal data, they 
will also decrease trust in technology with 
debilitating effects on its adoption. 

These challenges must be addressed 
by policy reforms at both the national and 
international level; firstly, by recognizing 
the challenge posed by the digital divide. 
The digital divide is not yet considered a 
problem in many countries, causing mini-
mal action from governments. This policy 
brief (PB) will highlight how the digital di-
vide could prevent countries from achiev-
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ing economic prosperity and keeping up 
with global goals, like the Sustainable De-
velopment Goals (SDGs). This PB will em-
phasize the need for undertaking actions 
for strengthening technological infrastruc-
ture and improving internet affordability. 
The importance of technological standard-
ization calls for cross-country collabora-

tion and agreed norms to prevent harmful 
use of technologies, cyber-attacks and 
malicious software. Equally important is 
for governments and international plat-
forms like the G20 and G7 to come togeth-
er in promoting high-tech products, like 
artificial intelligence, machine learning, 
and the online economy, to unleash cre-
ativity while safeguarding privacy, security, 
and individual rights.

BACKGROUND
The pandemic has catalyzed a transition to 
digital platforms, proving the importance 
of access to the internet, a key force for 
socioeconomic inclusion. Technologies and 
digital space have led to robust growth in 
areas like working from home, children’s 
education, social welfare services, tele-

Lack of digital equity also contributes 
to lack of digital hygiene practices which 
can expose citizens and businesses to cy-
ber threats. Cyber breaches have varying 
degrees of impact ranging from economic, 
financial, and reputational damage. Theft 
of corporate or sensitive government infor-
mation can result in security breaches and 
put lives, property or even economies at 
risk. The economic cost of cyber breaches 
includes theft of government information, 
theft of financial information and money, 
trade disruption and decrease in business. 
Furthermore, individuals, businesses, or-
ganizations, or governments may fall vic-
tim to loss of privacy, or even experience a 
downturn in business stability and profits.7

CHALLENGES
As economies become more digitally driv-
en, the effects of the digital divide are vis-
ible in the socio-economic landscape. As 
digital skills become an integral part of 
higher skilled jobs, countries or commu-
nities excluded from access to the digital 
space fall behind in accessing the eco-
nomic benefits of acquiring digital litera-
cy and capabilities.8 2.9 billion people are 
still offline, 96% of whom live in develop-
ing countries.9 Marginalized groups bear a 
disproportionate disadvantage as the dig-
ital divide amplifies prevalent inequities. 
The digital divide also affects employment 
and income generation opportunities.

Education is another area in which the 
disadvantage of the digital divide is felt. 
The pandemic demonstrated how econ-
omies and businesses, which had better 
access to digital space and technologies, 
strengthened learning and improved in-
novation. The pandemic also exposed the 
digital divide experienced by low-income 

urban as well as rural communities due to 
unreliable or unaffordable access.10 Simi-
larly, while the pandemic showed the pow-
er of digital education platforms during 
lockdowns, it also showed how students or 
researchers without digital access trailed 
behind.

The digital divide is disadvantageous 
to groups with poor internet access as the 
internet is a large source of knowledge, 
and Information and Communication Tech-
nology (ICT) tools increase learning and 
research potential. As the digital space 
influences social interactions through 
social media and other digital platforms, 
people, organizations, or communities 
with poor digital access are excluded from 
wider global opportunities for social inter-
actions and networking, including profes-
sional and cultural recognition.11 Similar-
ly, inequitable access/adoption of digital 
technologies by micro, small and medium 
enterprises (MSMEs) restrict market ac-
cess and supply chains, which has a detri-
mental impact on business.

Inequitable digital access hinders SDG 
achievement. SDG 1, related to eliminating 
poverty, is impacted as the digital divide 
aggravates economic inequities by limit-

medicine, and availability of financial prod-
ucts in rural and remote areas. The digital 
divide affects different populations and 
groups in varying ways across different so-
cio-economic strata. Advanced economies 
possess higher levels of digital access than 
developing economies. Similarly, Sub-Sa-
haran Africa has one of the lowest levels 
of internet accesses despite having high 
permeation of mobile money transactions.

A country’s inequities, such as income 
inequity and opportunity inequity, may be 
further aggravated due to uneven digital 
access, especially for vulnerable groups. 
Digital access may be proportionate with 
productivity, especially in developing coun-
tries, as exemplified by businesses with 
reliable internet access that continued op-
erations during Covid lockdowns.3 By 2020, 
60% of the world population were internet 
users, according to the World Bank.4 Ac-
cording to the World Population Review, by 
2022, 69% of the world population, or 4.9 
billion people, were active internet users.5 
However, this also signifies that the rest 
do not have internet access, which is often 
distributed disproportionately both within 
and across countries.

Lower and middle-income countries 
experience wider digital disparity, both 
within their boundaries as well as in com-
parison to their economically advanced 
counterparts. Further, lopsided growth 
results from inequitable attainment of 
development goals across the globe. Vul-
nerabilities in cyber space are also a ma-
jor challenge which may result in cyber 
threats ranging from phishing attacks to 
cyber terrorism. Governments, private or-
ganizations, other entities, and individuals 
face significant cyber threats in the digital 
space.6

»�The digital divide 
could prevent coun
tries from achieving 
economic prosperity 
and Sustainable 
Development 
Goals (SDGs).«

»�Digital inequity 
contributes to lack 
of digital hygiene 
practices, exposing 
citizens and busi-
nesses to cyber 
threats.«
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bridging the digital gap. Targeted invest-
ments in skills development, including 
integrating digital literacy in primary, 
secondary, and tertiary education can be 
promoted to bridge the gap in digital lit-
eracy, enhance digital skill competencies, 
and inculcate the capacity to discern the 
right knowledge. Governments can also 
offer job upskilling as well as monetary 
and other incentives. 

Since the digital space is an economic 
platform unbound by geographical terri-
tories, it is in the interests of all govern-
ments to encourage growth cooperation 
in bridging the digital divide. The cooper-
ation of trade blocs and economic forums 
such as the G20 and G7 on digital devel-
opment is crucial, now and for the future. 
Knowledge and technology exchange 
agendas must be broadened across blocs 
and transnational development agencies. 
Access to digital products and hardware, 
promoting digital literacy, and policy to 
promote and integrate digital governance 
is the way forward.

Opportunities for cross-border cooper-
ation and growth, and public-private part-
nerships must be created for addressing 
cyber threats. Apart from enabling robust 
cybersecurity practices, cross-border col-

arises from socio-economic differences, 
requires investments and infrastructure 
facilitation. The availability divide, which 
arises from language or other such bar-
riers, limits usage of digital technologies 
and services, even when they are acces-
sible. Progress made in closing gaps in 
areas such as gender and disability will 
be key in reducing the availability divide. 
Conversely, such a usage divide also arises 
from a lack of digital skills for which skill 
development is essential. Applicability, 
which refers to the aptness of the available 
technologies, determines the quality of 
digital usage. Such a gap also stems from 
poor digital literacy or lack of knowledge.15 

Policies to promote affordability in ac-
cessing the internet and technologies are 
central. Governments must facilitate the 
establishment of infrastructure in rele-
vant locations. While advanced economies 
must ensure that telecommunications 
infrastructure is set up with minimal ur-
ban-rural gaps, emerging economies need 
to promote infrastructure facilitation over-
all without neglecting socio-economically 
challenged communities. 

Governments must encourage pri-
vate organizations, entities, and citizens 
to avail infrastructure facilities at incen-
tivized rates. Further, government policy 
must redirect investment into telecommu-
nication infrastructure and developments, 
with specific provisions to promote private 
investments. Promoting internet availabil-
ity to businesses by increasing access to 
financial products is an example.16 The 
use of technology and cyberspace must 
conjoin trust and good cyber hygiene 
practices. 

An apt regulatory mechanism must 
guide businesses and education toward 

by targeted investments and efforts to 
realize access to microcredit or internet 
banking, and community-centric online 
platforms such as those for care of the el-
derly and people with disabilities. For in-
stance, rural agrarian women who require 
access to financial products or even people 
caught in humanitarian emergencies can 
benefit from digital connectivity.12 How
ever, in the absence of focused a effort, 
the digital divide continues to widen. 

Digital transformation entails adopt-
ing new governance, business, and opera-
tional models alongside new technologies, 
requiring investment and organizational 
efforts. From poor finance availability to 
inadequately skilled human resources, 
many challenges persist. There exists a 
need to foster a shift in mindset, cultivate 
digital literacy, allot resources, develop 
infrastructure, and ensure robust feed-
back mechanisms to create an equitable 
and secure digital space.13 The challeng-
es are compounded by cyber threats that 
present risks to digital capabilities and 
facilities. Governments and organiza-
tions must protect platforms with robust 
security systems by establishing policy, 
structures, and monitoring and reporting 
mechanisms. It is essential to have mul-
tiple authentication solutions and other 
technological remedies.14 The storage 
must be based on a “needs basis” and ac-
cess to sensitive data must be directed by 
regulatory controls and guidelines. 

RECOMMENDATIONS
The reasons for the digital divide can be 
classified into three main issues: an ac-
cess divide, an availability divide, and an 
applicability divide. The access divide, 
including affordability concerns, which 

ing access to economic, educational, and 
employment opportunities. SDG 3, related 
to good health and well-being, is affected 
as access to digital health services has be-
come crucial. While targeted digital health 
initiatives may benefit some communities, 
inequitable effects can also result from 
oversights or the economic disadvantag-
es of nations. For example, an advanced 
economy may quickly benefit from uses of 
digital health, as opposed to a lower-in-
come country with limited digital health 
services. A similar problem exists for SDG 
4, which relates to access to education, 
or SDG 9 which relates to industry and 
innovation.

Inequitable access to technologies and 
infrastructures translates to inequitable 
opportunities, especially for lower- and 
middle-income countries as class, race, 
and gender gaps are heightened. Inter-
net and mobile banking, microcredits, 
community online platforms, and market 
access are examples of meaningful tech-
nological solutions to achieve financial in-
clusion. Problems particular to remote or 
vulnerable communities can be addressed 

»�Providing access to 
digital products, 
promoting digital 
literacy, and inte-
grating digital gov-
ernance is the way 
forward.«

»�G20 and G7 coop-
eration on digital 
development is 
crucial, now and 
for the future.«
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CONCLUSION
In a world that is progressively becoming 
digitalized, economic and personal trans-
actions require deliberate action to ensure 
that cyberspace is equitable and safe. To 
utilize the great tools that humanity has at 
its disposal, the digitally equipped world 
must strategize to minimize the risks 
while maximizing their adoption. Though 
the learning process may occur in tandem 
with the progress of digital transformation, 
using technology in the most construc-
tive way is of paramount importance. The 
risks of uneven access and cybersecurity 
threats are the other side of the coin which 
may dampen the adoption of digital trans-
formation products and services. The chal-
lenge for policymakers is to provide safe 
and secure digital access to those who are 
left behind, while ensuring that their legit-
imate socio-economic aspirations are not 
jeopardized by the risks and threats that 
lurk in the cyber world.

laboration among countries and across 
government and private sectors must 
ensure the sharing of threat intelligence, 
leveraging data sharing and AI to track 
cyber criminals and disrupt cybercrime 
activity. Building the requisite framework, 
including development of cybersecurity 
professionals, is also significant. At a na-
tional level, robust software solutions and 
optimum infrastructure, along with a reg-
ulatory governance structure, are needed 
to ensure minimal vulnerabilities in the 
cybersecurity realm.

Encouraging public-private partner-
ships allows flexibility in building resilient 
software and hardware solutions. A stan-
dardized security code must be developed 
and implemented for ensuring maximum 
security in the global network – from the 
level of private individuals to across gov-
ernments. Careful consideration must be 
ensured in the standardization process, 
concerning the requirements of all stake-
holders including developing economies 
and marginalized communities. Further, a 
monitoring system along with provisions 
for receiving feedback and simultaneously 
fine-tuning systems are prerequisites.

Strong systems will limit criminal ac-
tivities regarding sensitive government 
data, which even has the potential to top-
ple economies. However, risks affecting 
the larger population such as identity 
theft, data theft, financial theft, imper-
sonation, operational disruptions, and 
systems compromise must be dealt with 
in the three-fold manner of implementing 
protocols for prevention, monitoring, and 
penalizing offenders. It is essential that 
national and international policies are 
congruent, as the goal of ensuring cyber-
security is global.
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